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ABSTRACT

Obfuscation technology delays the analysis of a program by modifying internal logic such as data structure and control
flow while maintaining the program’s functionality. However, the application of such obfuscation technology to malicious
code frequently occurs to reduce the detection rate of malware in antivirus software. The obfuscation technology applied to
protect software intellectual property is applied to the malicious code in reverse, which not only lowers the detection rate of
the malicious code but also makes it difficult to analyze and thus makes it difficult to identify the functionality of the
malicious code. The study of reverse obfuscation techniques that can be closely restored should also continue. This paper
analyzes the characteristics of obfuscated code with the option of Pack the Output File and Import Protection among detailed
obfuscation technologies provided by VMProtect 3.4.0, a popular tool among commercial obfuscation tools. We present a
de-obfuscation algorithm.
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4 7k AAde] gt 9AE & & gk,

IMAGE_DOS_HEADER(64byte)

DOS stub
IMAGE_FILE_HEADER(Z0byte)
MAGE_OPTIONAL_HEADER(224byte)
[0]) IMAGE_SECTION_HEADER(40byte)
[1]) IMAGE_SECTION_HEADER(40byte)
[2) IMAGE_SECTION_HEADER(40byte)

text text section

.data, data section

idata, import section

Fig. 1. 32bit PE file format
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VMProtect Ekaterinburg AbollA &A13F
=3} &2 2019. 8. 3.0 WA 3.47} HEE At
VMProtectd 7534 Fig. 2.9} & 3hgle] =
WA P53 g42 8 Memory Protection, Imp
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alization Tools Detection o] #|A|€c}.

AProtect Professional [registered] - a X

& Templates .

Memary Protection No
Import Protection Yes

Resource Protection No

Pack the Gutput File Yes

Cutput Fle: release_HelloWorld_IMPORT.vmp.exe
- Detection

Debugger No

Virtualization Tools No
" Additional

VM Segments wmp

Strip Debug Information Yes

strip Relocations (for EXE files only)  Ne
Waterma ke

* Messages
Debugger Found

Virtualization Tools Found

File Corupted
This code re
Program will be terminated.

Sesial Number Required

Fig. 2. Obfuscation Options of VMProtect
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IMAGE_SECTION_HEADER.rsrc

SECTION
SECTION
SECTION
SECTION
SECTION

text

-rdata
_data
[idata

.rsrc

(before applying Pack the Output File)

Q data changed
N

FETE - 0 X
HiPinTool ProjectifsourcefftoolsiiPinTool#0ebug>release_Hel lollor Id.vmp.exe A
Hel lolor Id

‘#PinTool ProjectitsourcefftoolsiPinTool #Debug>

Peviz - CatPiTecl PrectsaurceMoclsHAn oo # Dbk el ablorc e - 0 x
Hle view Go Help
2000
HelloWorld vmp exe

IMAGE_DOS_HEAL

#® W@

Data  Description
OMODIFO 2E 64 B1 74 Name

COM001F4 61 00 00
OMODIFB COODOSB4
00401FC 00017000
00400200 00000000

ate || 00400208 Co0DO0D
00400200 00000000
0i0RI 0000

a1z
0400214

Poiterto
Number of
0000
0000040

Number of Line Numbers
Characteristics
00000040

40000000

0000000

IMPORT Address Table

fexing IMAGE SECTION HEADER data

Fig. 4. applying VMProtect to the original
program that outputs HelloWord string
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Fig. 5. Section comparison before and after Pack the Output File option
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PEview - C:#PinTool Project#sourcetocls#PinTool#Debugirelease_HelloWorld.vmp. - [m] X
ey o Help
0000 H|m=a=

release_HelloWorld.vmp.exe A VA Data Description A
IMAGE_DOS_HEADER 00400108 010B  Magic
MS-DOS Stub Program 0040010A 0A Major Linker Version

= IMAGE_NT_HEADERS 00400108 00 Minor Linker Version

Signature 0040010C  00000ADD  Size of Code

IMAGE_FILE_HEADER
IMAGE_OPTIONAL_HEADER
IMAGE_SECTION_HEADER text

00400110 00DOOAOD  Size of Initialized Data
00400114 00000000 Size of Uninitialized Data

00400118 001DCACA Address of Entry Point

IMAGE_SECTION_HEADER .rdata 0040011C 00001000  Base of Code

IMAGE_SECTION_HEADER .data 00400120 00002000  Base of Data

IMAGE_SECTION_HEADER .vmp0 00400124 00400000  Image Base

IMAGE_SECTION_HEADER .vmp1 00400128 00001000  Section Alignment

IMAGE_SECTION_HEADER .rstc 0040012C 00000200 ~ File Alignment v
< >

- SECTION .vmp1 v
ing IMAGE_OPTIONAL_HEADER
Dby - release Heloword vy

7% - [CPU - man fhread, module relesse |
. Welp

68 2FFE91A2

PUSH A291FE2F '

005DCACF| E8 98A40900 CALL release_.0067696C
0050C4D4| 4A DEC EDX

005DC4D5| F7C3 05120045  TEST EBX,45001205
005DC4DB| 66:85FF TEST 01,01

005DC4DE| 81FA E72BD930  CMP EDX,30D92BE7
005DC4E4| F7DA NEG EDX

005DC4E6 |, E9 EFD80200 JMP release_.00609DDA
005DC4EB| B5 7D MOV CH,70

005DC4ED | 05 08F4F103 ADD EAX,3F1F408
005DC4F2| DC67 5A FSUB QWORD PTR DS: [EDI+5A]
005DC4F5| 5F POP EDI

005DC4F6| 90 NOP .

Fig. 6. Checking the Entry Point by applying the
Pack the Output option to the original program
(Helloworld.exe)

[T cpu - main thread, module Hellowor

[006C71FE| G1CA 03

€| CPU - main thread, module HelloWor
VEQ 88330200
] cPu - main thread, module Hellowor
100503021/ 8BOE

EREN 2| + i|E[m[T|w/B[c|/|k|B|R].S]
JLEAIRYY 8B4AC24 54

5 =i wlil il el s miwlsl ) El2)
Address [Size | Owner |Section |[Contains
(00095000 0000B00O
00191000 00002000
00193000 0000D000
(001A0000 00004000
00180000 00001000
(001C0000 00002000
00100000 00002000
[001E0000 00001000
001F0000 00003000
(00390000 00004000
00394000 00003000
00397000 00003000

ROR EDX,3

' JMP Hel | oWor

MOV _ECX.DWORD
7l
MOV ECX,DWORD

stack of main thread

data block of main thread
data block of thread 00004200
[0039A000 00001000 data block of thread 000040A0
(00400000 00001000 release_ PE header

(00401000 00001000 release_ .text code

(00402000 00001000 release_| .rdata

(00403000 00001000 release_ .data data

00404000 00186000 release_ .vmpO

[0058A000 0031B000 release_ .vmpl | SFX, impor ts

(008A5000 00001000 release_ .rsrc resources
fala}={=NaTalaREaTaTaTal=2{aTala}

Fig. 7. Address band where the program with t
he Pack the Output File option (Helloworld.exe)
is execute

nt Sectione] ¥t}
Fig. 7.3 7] Pack the Output File &4
o] A4% Helloworld.exe?} A== %9 F

< Td F24:9 0x00500C4CANA Alsdo] A)=ts]
S . . -
=4 o] 9= Fig. 6.3 70) 1 A g 2t OriginalEntryPoint® o]&3t7] 714
— ., o 18. . E vmp Al =
s
Yo sttt = Pack the O File < vmpl A48 4 djdal 0x0058A000~0x008A
Yol i ett. <, Pack the Output File -
5 . 000 HlojuA] ¢z vmpl AA dellA Frle] %]
o] A4¥ PE & yvmpl A4de] Entry Poi = A ® bl A e
e ST v
i e
0 o eaid ol y =
Address |Hex dump Disassembly \f' ‘|Registers (FPU) < < <
5B POP EBX 100284000 EAX 00060000
005CBEOA| 58 POP EAX ECX 0019FFCC
005CBEOB| ' C3 RETN EDX 0060ECAl release .0060ECAL
005CBEOC| * 4E DEC ESI EBX 0066FFF7 release_.0066FFF7
005CEEOD 8982 6FBEBGED MoV DWORD PTR DS: [EDX+EDB6BE6F] , ESP 0019FF68
005CBE13| ' 55 PUSH  EBP EBP 0019FF80
005CBE14 8F ?2? Unknown comma: [ESI 005DC4CA OFFSET release .<ModuleEntryPoint>
005CBE15 OE PUSH cs EDI 005DC4CA OFFSET release: <ModuleEntryPoint>
005CBE16 8ccs Mov aAX, Cs
005CBE18 0D 6554146C OR EAX, 6C145465 e
005CBE1D ~ CA FBB2 RETF  OB2FB Far return C 0 ES 002B 32bit 0 (FFFFFFFF)
005CBE20 | * 47 INC EDI P 0 CS 0023 32bit O (FFFFFFFF)
005CBE21| ' 55 PUSH  EBP A 0 SS 002B 32bit O(FFFFFFFF)
005CEE22  F6B9 E7614E12 IDIV  BYTE PTR DS: [ECX+124E61E7] Z 0 DS 002B 32bit O (FFFFFFFF)
005CBE28 D7 XLAT BYTE PTR DS: [EBX+AL] s o0 FS 0053 32bit 28D000 (FFF)
005CBE29| ' 16 PUSH  ss T 0 GS 002B 32bit 0 (FFFFFFFF)
005CBE2A|" 71 EC JNo SHORT release_.005CBE18 Do
005CBE2C CB RETF - Far return o0 LastErr ERROR _ALREADY EXISTS (000000B7)
005CBE2D | * 90 NoP ! . I
Address |Hex dump ASCII fl 0019FF68 NSRRI A
0040200000 39 C1 76 60 EF CO 76 20 2E C1 76 00 00 C1 o v 0019FF6C| 00000001
00402010 | 40 7 76 BO 23 C1 76 FO 5E C2 0019FF70| 004012B2 release .mainCRTStartup
00402020 | FO 76 30 36 D1 77 30 24 C1 0019FF74| 76C10419 RETURN to KERNEL32.76C10419
00402030(40 SE CO 76 BO 1A C1 76 10 3D CO 76 20 FF CO 0019FF78| 0028A000
00402040|00 00 00 00 OA 38 A6 69 34 09 OF 69 6F 26 OF 0019FF7C| 76C10400 KERNEL32.BaseThreadInitThunk
00402050 |E6 A9 9F 69 OC CC A6 69 2C AF A6 69 B5 C3 9F 0019FF80 | -0019FFDC
0040206004 CC A6 69 1B B7 OF 69 34 47 A9 69 30 47 A9 0019FF84 || 77D1662D |RETURN to ntdll.77D1662D
00402070 |87 BC A3 69 90 BD A6 69 45 26 OF 69 27 26 OF 0019FF88 [ 00284000
0040208014 47 A9 69 OC 7B A0 69 Al B8 A6 69 36 BF A3 0019FF8C | | CO9ED703
0040209022 7B A0 69 D2 D1 9F 69 5B BF A3 69 10 09 OF 0019FF90 || 00000000
0040202084 55 A4 69 00 00 00 00 00 00 00 00 24 10 40 0019FF94 [ 00000000
004020B0|00 00 00 00 00 00 00 00 F8 11 40 00 04 14 40 _|0019FF98 | 00282000 .

Fig. 8. Immediately before calling the Original Entry Point
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cluro S|
Address |Hex dump Disassembly Comment ‘|Registers (FPU) < < <
YRR . E8 82040000 CALL  release ._ security init_cookie EAX 00000001
004012B7 E9 B3FDFFFF JMP release ._ tmainCRTStartup ECX 0019FFCC
004012BC 8BFF MoV EDI, EDI EDX 0060ECAl release .0060ECAl
004012BE 55 DB 55 CHAR 'U' EBX 0036A000 -
004012BF 8B DB 8B ESP 0019FF74
004012c0 EC DB EC EBP 0019FF80
004012C1 81 DB 81 ESI 005DC4CA OFFSET release .<ModuleEntryPoint>
004012C2 EC DB EC EDI 005DC4CA OFFSET release_.<ModuleEntryPoint>
oodoizcs| 20 e 20 CHAR ' |oip 00401282 relense maincRIStartup
004012C5 00 DB 00 C 0 ES 002B 32bit O (FFFFFFFF)
004012C6 00 DB 00 P 0 CS 0023 32bit O(FFFFFFFF)
004012cC7 A3 DB A3 A 0 SS 002B 32bit O (FFFFFFFF)
004012C8 40314000 DD release .00403140 Z 0 DS 002B 32bit O(FFFFFFFF)
0o04012cC 89 DB 89 - S 0 FS 0053 32bit 36D000 (FFF)
004012CD 0D 3C 31 40 00 ASCII "<1ie",0 T O GS 002B 32bit O (FFFFFFFF)
004012D2 89 DB 89 D0
004012D3 15 DB 15 0 0 LastErr ERROR ALREADY EXISTS (000000B7)
00401204 38314000 DD release .00403138 ! T LT L T A LT
Address |Hex dump ’ 76C10419 |RETURN to KERNEL32 76C10419
0040200000 39 C1 76 60 EF CO 76 20 2E C1 76 00 00 C1 0019FF78| 0036A000
00402010 40 2B D1 77 80 2B C1 76 BO 23 C1 76 FO 5E C2 0019FF7C| 76C10400 |[KERNEL32.BaseThreadInitThunk
00402020 |[FO 38 C1 76 36 D1 77 30 2 0019FF80 | ~0019FFDC
| 0040203040 5E cO 76 BO 1A C1 76 10 3D CO 76 20 0019FF84 || 77D1662D RETURN to ntdll.77D1662D
0040204000 00 00 00 OA 38 A6 69 34 09 9F 69 6F 2 0019FF88 || 00362000
| 00402050 E6 A9 9F 69 0C CC A6 69 2C AF A6 69 BS 0019FF8C || 670CC049
00402060 |04 CC A6 69 1B B7 9F 69 34 47 A9 69 30 0019FF90 | 00000000
00402070 87 BC A3 69 90 BD A6 69 45 26 9F 69 27 0019FF94 || 00000000
| 0040208014 47 A9 69 0C 7B A0 69 Al B8 A6 69 36 0019FF98 || 0036A000
0040209022 7B A0 69 D2 D1 9F 69 5B BF A3 69 10 0019FF9C || 00000000
00402020 84 55 A4 69 00 00 00 00 00 00 00 00 24 0019FFAO || 00000000
004020B0 |00 00 00 00 00 00 00 00 F8 11 40 00 04 | 0019FFA4 || 00000000
o 8 e

Fig. 9. Result of Control Transfer to Original Entry Point
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ect Call)& &

ction ¥4le]

A AHTE WAl
Fig. 10.3} #e] dnt 7‘4& prmtf

2kl grs 2F
3= A%, IATE 42 0x004020A05 Fx3to

AA| printf &2 A 0x645955845 =
3t JelE 3 E0] 3=y, Import Prot
ections H&3H = IATE HFxsl] 3%
sl HRA]o] ol 0x00404000 ~ 0x00586fff ©H
o] vmp0 A9 F4¢l 0x0041475A5 AAHE
%3] 548 API Address Resolving 3
E3le] 0x692755842] printf F45 &= ¥
B2 3% ule] WiAE ) (Fig. 11. ).

ol7L d%2| Import Address Resolving 2
HoZ B 4 glon X F=7} unpacking ¢
AelHe] Y& = GellA A= gleirt, ohA

I—_/J\_o
|

vmp0 AXCR HFolrl= 7% oledt AA 3F
o] MAsl= Zlow #okd 4 glvd. md vmpl

AAdea Hzxz Blold 2ol printf 4 AFF
FaolnR o]E PinTooldl F&83dlE o] 7453}
t}. & Import Address Resolving ¥}4-& AHA|
+A3HA] ¢riels Resolving £8 AXS dotgd
F 7] witel AA J5F 42 F4F PinToo
12 7|58}z Aol 7153k, o]z Import Addres
s Protection FAell that w53} uigke] =}

Z 2

fofaiabi, AutEskE SlEiA= vmp0 AAdel
A Hzz wlojuba] A A el At F4
7F import®l §he] Al Faehs A o8t

B o

’EE‘{[\‘%E}.

AA import &2 A12F =



AR R 53] =14 (2020. 8) 611
J()i:yng leleas:Hd\w:nddﬂe [ mxmdmmad :mu\udeasu [E=RER
(1]~ % JJALﬂJAJMHEJJJJJJJJALJ]ﬂJ
$ 55 PUSH EBP *|Registers (FPU)
00401001/| . 8BEC MOV EBP,ESP EAX 005C1DAO
00401003 | . 68 FA204 PUSH release_.004020F4 [format = "HelloWor | dB" ECX 645E4714 OFFSET MSVCR100|
[(OZGEIOE] | . FF15 AO2 CALL DWORD PTR DS: [<&MSVCR100.prilprintf EDX 005C1DAQ |
0040100E|| . 83C4 04 ADD ESP,4 EBX 00000000
00401011/ . 33C0 | XOR EAX,EAX ESP 0019FF28
00401013|| . 5D POP EBP EBP 0019FF2C
00401014|L. €3 RETN ESI 00000001
00401015/ . 38 OD QO ASCII ":)>",0 EDI 00403370 OFFSET release_|
8818}8]3 : ?g = oog\gc% 0e".0 CHAR 'u' EIP 00401008 release_.004010f
0040101C| . 02F3 ADD DH,BL C 0 ES 0028 32bit O(FFFFFFF|
0040101E| . C3 RETN P 1 CS 0023 32bit O(FFFFFFF|
A N _SQ NN2R 32
05" T004020R0 T 64595584 (WSVGRTO0. b1 Tt g g Hex_dump |Disassenbly o ONEEEREEE)
64595584 6A 0C PUSH 0C bit 31C000(FF
release maints 64595586 68 30565964 PUSH MSVCR100.64595630 it O(FFFFFFF|
Address [Hex dum [ASCI I 64|5 20088 E8 COBSPAPE it lMgslquRi1n00|645409?y(l)-4|| rormat = "Hel [oWor | dE
004020A0 “EZ 55 55 84100 00 00 00|ZYd. ... 0019FF2C|-0019FF70
004020A8 (00 00 00 00 24 10 40 00|....$}€. 0019FF30/|| 00401191 RETURN to release_.004
004020B0|00 00 00 00 00 00 00 00]........ 0019FF34/( 00000001
004020B8|F8 11 40 00 04 14 40 00|2@.- 9. L e
004020C0|00 00 00 00 00 00 00 00/ . ....... WESOK [
004020€8/00 00 00 00 00 00 00 00]........ 0019FF40|| 3E608575
004020D0|00 00 00 00 9F 90 B1 5D|....¥? 0019FF44 || 004012B2 | release_.<ModuleEntryf
0040200800 00 00 00 02 00 00 00|....7... 0019FF48|| 004012B2 | release_.<ModuleEntryF
004020E0|73 00 00 00 48 21 00 00|s...H!.. 0019FFAG|| 00319000
004020E8 |48 OF 00 00 38 30 40 00 |H. .80@ 0019FF50|| 4G7900B8
004020F0|90 30 40 00 48 65 6C 6C|?@.Hel | .|0019FF54 || 00000000 .
[ [Passed.
Fig. 10. Indirect Call Method without Import Protection

e - VG 4 - ICPU - T WA Mol FeeI )
LD - Retug N> g ndow Hep

* B nelsx & i=lm2l =)
00401000 $ 55 PUSH EBP |
00401001|| . 8BEC MOV EBP,ESP 68 30562769 PUSH MSVCR100.69275630
00401003 | . 68 F4204000 PUSH release_.004020F4  ASCI| E8 COB3FAFF CALL MSVCR100.69220950
. E8 4D370100 | CALL release_.0041475A | 3300 XOR EAX,EAX
00401000 |-, G3 RETN 33F6 XOR ESI,ESI
0040100E . 83C4 04 ADD ESP,4 3975 08 CMP DWORD PTR SS:[EBP+8],ESI
00401011| . 33C0 XOR EAX,EAX 69275597 OF95CO SETNE AL
00401013 50 POP EBP 6927559A  3BC6 CMP EAX,
00401014 3 RETN 6927559C .75 15 JNZ SHORT MSVCHIOD 69275583
00401015 3B 0D 00 ASCIT ": 0", 0 6927559E  E8 T2B2FAFF CALL MSVCR100._errno
00401018 30 40 00 ASCI1 "0@",0 69275543 G700 16000000 MOV DWORD PTR DS:[EAX], 16
00401018 75 DB 75 CHAR| 69275549 EB D0590200 CALL MSVCR100._invalid_paramef
0040101C 02F3 ADD DH,BL 692755AE | 83C8 FF OR EAX,FFFFFFFF
0040101E| . C3 RETN 69275581 EB 5F JMP_SHORT MSVCR100.69275612
0041475A=release_.0041475A
Address |Hex dump A020FY/ ASCIT ' |Address |Hex dump
00403000 6B D8 7B 40 94 27 | 0019FF9F 019FF7 00403000 68 A4 5B 1A 97 5B A4 EL FF FF FF FF FF FF FF

aﬂﬁ ﬂ-j g jJ e i ] e 1 1 5515 2
[Owner [Section [Contains  [Type]
data block ¢Priv
data block cPriv
data block ¢Priv
release_ PE header Imag
release_ .text code Imag
release_ .rdata Imag
0 release_ .data data | mag
00404000\001830001release_\.vmpO | Imag |
00587000 0031B0O00 release_ .vmp1l SFX, imports Imag
008A2000 00001000 release_ .rsrc resources Imag
008E5000  0000B0OO0O Priv

Fig. 11. Direct call method with Import Protection



ySEA=1]

&

4 A

DIt 74

612 VMProtect 52Hdg]
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4.1 Pack the Output FileO| M= AR XIs
oH=3] diot

Pack the Output File ¥4lo] 343 w1%3}9
At ek Fig. 120 4w
the Output File #4< 283
g] J}o]o Pino. 2 /\lag/n] ]u 3
He| 1ede] PE olv]
%5].0:] 71 Mui 94 A S
A A Sl XV‘“‘}E} ]f Pin "J‘ﬂ A oA st
= wtelz] ke “3‘7’301(“31 7}
HEolrt AsERA ) As

| fEIE F4 EH%ﬂ EOVM] Elt =7 v
9] A]x]—zii

O

T =
Fote] A o +7H A1 HIO]FA EREA
20190 49 =3t siAE b delee)m

= e darefFoln, Table 1.
pintoolE o]43te] C++=E

START

i

‘ Store the start address and size of all ‘

sections in the deobfuscation program

|
i

Save the execution address of the
currently executing instruction

Check if the address of the
saved execution instruction
falls within the original code
section address band

Save the current execution address because it
corresponds to OEP

Original code and original data acquisition
C e D
Fig. 12. Algorithm for acquiring original entry
point and original data

Table 1. c++ code for acquiring original entry
point and original data using pintool

Addr = INS_Address(ins);
if(OEPFlag
{
if(SectionAddr(0) (= Addr && Addr < Section
Addr(2)) {

for (ADDRINT Addr = SectionAddr(Inde
xJ: Addr { SectionAddr(Index+1); Addr +=
4)

false)

{fwrite((ADDRINT*)Addr, 1, 4, Originalln
fo):}

OEP = Addr:

}

4.2 Import Protection0] HEF A XI5 dU=
3} giot

3.2. &AM Adrdgt vle} 7] Import Protec
tion A< AL =HH, A3 E WAo] EAg
resolving F4E B4 AAH F425 3Zs)= o
Ao viE s o & Qlvh wEe] Aol olF
o] YEI= F4 dYd *017“:}7} A vmp0E
Hojuaieial Adls= WEe] Favl A 354
o] A1z et

w2l4] Import Protection §419 dyuh=3st o
a2]5-S Fig. 13, dx=E3 2ok A %=l Al
0]8] o]Fo] HEFE FAathe Folzitte 7FA S el
A A Fl wejole FAE AL o] WHo
o] F47F vmp0 A e} W] FaIAE el
t}. o] WEo7l ymp0 A WY We| Far) =
W EY 1 E A"t v o] HRele FAE AR

TAEE
gheh, o] WEo] F40] viE AA W] F4ut 1
mport Protection %S 243X

3

-

] o}g)\-_O_ ;:H Im
port address table®] F4& $Z3l= 5l 3
Tl Faolth, EHlot AHE Al AL |
A A Fol wBle]e] 4= xAEa o] F4v)
Al vmp0 A A 99 Hx FaoH o] FAi
ZAA7Y AR Hzshe o] AR Fao) o
ot 23 import $F4E &9 A Faek wjA
& import &4 F4E oA Fozx dE3E

£ Ao

-

A 4 gl Zlolt}h. Table 2% 9 dxel&S
pintoolE o]&3le] C++2 F3g IR Bo|c}
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Save the execution address of the
currently executing instruction

Check if the stored instruction
execution address

corresponds to the vmpd
section

1 s
Set the flag with the meaning of the current

command execution address corresponding to
the APl resolving process

I
b

Save the execution address of the
currently executing instruction

Theck if the saved
execution address corresponds
tothe band outside
the vmpl section

Check if flag is set

Since the current execution address is the
APl address to be called, save the address
and release the flag

( Enp >

algorithm for deobfuscating import

Fig. 13.
protection

V. 955 8 Hot

R =Fo = Microsoft visual c++ 2010 E
xpress AelA Pin Instrumentation APIE ©]

Table 2. c++ code for deobfuscating import pr
otection using pintool

if((OEPFlag == true)&&(vmp0_SectionAddr
(= Addr && Addr ¢ (vmp0_SectionAddr+vmp
0_SectionSize)))
{
VMPOFlag = true

}
if((VMPOFlag == true)&&(vmp0_SectionAddr
> Addr || Addr )= (vmp0_SectionAddr+vmp0_
SectionSize)))
{

printf(” Deob addr

VMPOFlag = false

© 0x%X\n", Addr):

3} 3= dweE]ES H43 dll(dynamic linkng li
brary) ¥l Pintool #lo]Helg]E AAsle o
W=shE Al dsked

Fig. 14.¢} #2°] cmd.exe & o] 5315
43ty opA] dEskE dAgE ¥ IMAGE_OPTIO
NAL_HEADERZ7HA| sl @=531E #4357
A3 FEsts Agsta oA dEEE siAg A3
9] ImageBase3t?} Address of Entry Point®]
g/{-o] 71—71— 1;], 501610 ;_}o]sl- 2= oh;],

Fig. 16.¢} #e] Import Protectione] H-&%
A8 Zdol A import® el AR E tiW A
& Ea) Zohdl F2 0x66FD5584¢} Ping o] &3t
o] Import Protectione] 4% Algixldd] s
4] Import Protection—% AdE3tste] importH
o] AR Fa7F U3 0x66FD5584 S &

rlr

2 o]r/]_
a= . . . S = T omET.
85t Original Entry Point ¢} 9% dlo]g &
3] =] - = . 3 [e)
8] S5l & 12]&3 Import Protectiong dwts
jecti#sourcettools#PinTookWDebugie md exe - O 4, Pview - C#PinTool ProjectisourcettoolswhinTookDebugiunpackedfile exe - O
File View Go Help
| ¥ 0 & #| @ = = Q0000 BN FH 6=
=-cmd.exe A VA Data Description = unpackedfile.exe A VA Data Description
IMAGE_DOS_HEADER 4AD00102 09 Major Linker Version IMAGE_DOS_HEADER 4ADOOOSA 09 Major Linker Version
MS-DOS Stub Program 4AD00103 0o Minor Linker Version MS-DOS Stub Program 4AD0009B ao Minor Linker Version
= IMAGE_NT_HEADERS 4AD0O0104  00D022E00  Size of Code = IMAGE_NT_HEADERS 4ADOO0SC  00022E00  Size of Code
Signature 4AD0O0108  00026C00  Size of Initialized Data Signature 4ADDODAD  00026C00  Size of Initialized Data

IMAGE_FILE_HEADER

IMAGE_OPTIONAL_HEADER
IMAGE_SECTION_HEADER text
IMAGE_SECTION_HEADER .data
IMAGE_SECTION_HEADER .rsrc

4AD0010C 00000000  Size of Uninitialized Data
4ADDO114 00001000  Base of Code
4AD0D0T18 00022000  Base of Data
4ADOD1C  4ADOO0OD0  Image Base

IMAGE_SECTION_HEADER .reloc 4ADOD120 00001000 Section Alignment
BOUND IMPORT Directory Table 4ADO0124 00000200 File Alignment
BOUND IMPORT DLL Names v || < iR o ooTmy >

Viewing IMAGE_OPTIONAL_HEADER

4ADD00A4 00000000 Size of Uninitialized Data
4ADOODAS  0000829A  Address of Entry Point
4ADODOAC 00001000 Base of Code
4ADODOBO 00022000  Base of Data
4ADO00B4  4AD0OO0O0  Image Base
4ADDOOBS 00001000 Section Alignment
4ADDDDBC 00000200 File Alignment

Masten A e

IMAGE_FILE_HEADER

IMAGE_OPTIONAL_HEADER
IMAGE_SECTION_HEADER
IMAGE_SECTION_HEADER
IMAGE_SECTION_HEADER
IMAGE_SECTION_HEADER
\MAGE SECTION_HEADER

anr mmaTIAM LIE AR 40mnnnAn Anar

< > < >

Viewing IMAGE_OPTIONAL_HEADER

Fig. 14. IMAGE_OPTIONAL HEADER information from the original file (left) and IMAGE_OPTIONAL_HE
ADER information from the unpacked file after Pack the Output File obfuscation (right)
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4, PEview - C#PinTool ProjecttsourcetftoolsifPinTooktDebugticmd. exe - oo 1% HxD - [CH#PinTool ProjectisourcettoolsWPinTook#Debugh0... — [u] X
File View Go Help

37660 03 s aEE== @ WEG BUE DS W00 BH@ TIE 2200 B P -8 x
= emdexe A VA Raw Data " vl | Bes e || Ercoic MIREE
IMAGE_DOS_HEADER 4ADOBIED 6B 00 00 00 90 90 90 %0 53 00 6F 00 65 00 74 00 & obin
MS-D0S Stub Program 4ADOBIFO 77 00 61 00 72 00 65 00 5C 00 4D 00 €9 00 63 00
 IMAGE_NT_HEADERS 4ADOE200 72 00 6 00 73 00 6F 00 55 00 74 00 5C 00 43 0O Offset (k) 00 01 0z 03 04 OS 06 07 08 09 OA OB OC OD OE OF *
Signature 4AD0E210 GF 00 6D 0 6D 00 61 00 6E 00 B4 00 20 00 50 00
IMAGE FILE_HEADER 4AD0B220 72 00 6 00 63 00 65 00 73 00 73 00 6F 00 72 00 00007240 EF FFOFF 01 OF 84 BS E2 00 00 ES E2 FC PP FF 83
00007z2s0  BD FS EF FF FF 01 OF 84 FD EZ 00 OO0 ES 43 FD FF
IMAGE_OPTIONAL HEADER 4AD0B230 00 00 BB BD E4 EF FF FF E3 4A FC FF FF 83 BD F8
IMAGE_SECTION HEADER text 4ADUB240  EF FF FF 01 OF B4 BS E2 00 00 E9 E2 FC FF FF 83 00007260 FF 56 A1 A4 40 D2 24 £S5 03 FE FF FF 50 90 20 90
IMAGE_SECTION_HEADER .data 4ADD2S0 BD FB EF FF FF 01 OF 84 FD E2 00 00 £ 48 FD FF 00007270 80 8B FF 55 8B EC 56 8B 75 03 33 CO 3B 75 0C 73
IMAGE_SECTION_HEADER .rsrc 4ADDB2S0 FF 6 A1 A4 40 D2 4AES 03 FE FF FF 90 90 90 90 00007280 11 85 €O 75 0D 8B OF 85 €5 74 02 FF D1 83 C6 04
IMAGE_SECTION_HEADER .reloc 4ADDB270 90 8B FF 55 8B EC 5 88 75 08 33 C0 3B 75 0C 73 00007250 EE EA SE SD €3 50 50 50 90 50 [ENTWENGIIE|
BOUND IMPORT Directory Table 4ADOB2E0 11 85 C0 75 0D 8B 0E 85 €9 74 02 FF DI 83 06 04 00007240 10 68 86 83 DO 4A EG SF A3 FF FF 33 DB 89 5D FC
BOUND IMPORT DLL Names EB EA 5E 5D €3 90 ¢ F9 FF FF BA 000072E0 64 A1 18 00 00 OO0 8B 70 04 89 5D E4 BF 04 42 D2

000072C0 |44 S3 56 57 S0 ES OA D9 04 00 3B C3 OF 85 D2 00

& SECTION text 4ADOB2AD |10 68 88 83 DO 4A EB 9F A3 FF FF 33 DB 89 5D FC

IMPORT Address Table 4ADOB2B0 |64 A1 18 00 00 00 8B 70 04 89 5D E4 BF 04 42 D2 000072D0 |00 00 33 F6 46 A1 00 42 D2 44 3B C6 OF 84 E1 00
IMAGE_LOAD_CONFIG_DIRECTORY ||| 4AD0B2CO [#A 53 56 57 FF 15 74 11 DO 4A 38 C3 OF 85 D2 00 000072E0 |00 00 Al 00 42 D2 4A 85 CO 75 78 89 35 00 42 D2
DELAY IMPORT Descriptors 4ADOE2D0 00 00 33 F6 46 A1 00 42 D2 4A 3B C6 OF 84 E1 00 000072F0 |44 68 84 83 DO 44 68 78 83 DO 44 ES 71 FF FF FF
DELAY IMPORT DLL Names 4ADOB2ED 00 00 A1 00 42 D2 4A 85 €D 75 78 89 35 00 42 D2 00007300 |59 59 85 €O OF 85 C6 00 00 00 A1 00 42 Dz 44 3B
DELAY IMPORT Name Table 4ADUB2FD |4A B8 B4 B3 DO 4A B8 78 83 DO 4A E8 71 FF FF FF 00007310 |C6 75 1B 68 74 83 DO 4k 68 6C 83 DO 44 E3 54 F9
DELAY IMPORT Hints/Names 4ADOB300 (59 59 85 COOF 85 C6 00 00 00 A1 00 42 D2 4A 3B 00007320 |FF FF 59 59 C7 05 00 42 Dz 44 0z 00 00 00 39 5D
IMPORT Directory Table 4AD0B310 751868 74 83 DO 4A 68 6C 83 DO 4A EB 54 F9 00007330 |E4 75 08 53 S7 53 ES 51 SB 17 00 39 1D 58 06 D4
IMPORT DLL Names 4AD0B320 fFF FF 53 53 C7 05 00 42 D24A 02 00 00 00 39 5D 00007340 |44 OF 85 94 00 00 OO0 FF 35 3C 42 D2 4A FF 35 40

IMPORT Name Table 4AD0B330
IMPORT Hints/Names 4AD0B340

4 75 08 53 57 FF 15 6C 11 DO 4A 39 1D 68 06 D4 00007350 (42 D2 4A FF 35 38 42 D2 4A E8 AL EF FF FF E9 A0
A OF 85 9A 00 00 00 FF 35 3C 42 D2 4A FF 35 40 00007360 |00 00 0O 88 35 OC 09 D4 44 EB SF S0 00 00 00 00

IMAGE_DEBUG_DIRECTORY 4ADOS350 |42 D2 4A FF 35 38 42 D2 4A EB AAEF FF FF E9 AD 00007370 [2B 7¢ DO 4A 00 OO 00 00 OO0 OO0 OO0 OO0 61 87 DO 4k
IMAGE_DEBUG_TYPE_RESERVEDIC | 4ADOR360 00 00 00 69 35 0C 09 D4 4AEB 9F 90 00 00 00 00 00007380 |63 7C DO 4R 00 0O 00 OO0 FE FF FF FF 00 00 00 00
IMAGE_DEBUG_TYPE_CODEVIEW || 4ADOB370 2B 7C DO 4A 00 00 00 00 00 00 00 00 61 67 DO 4A 00007390 [po FFOFF FF 00 OO 00 00 FE FF FF FF 1A 54 DO 4k

= SECTION data 4ADOS380 [63 7C DO 4A 00 00 00 00 FE FF FF FF 00 00 00 00 00007340 |2E 84 DO 44 3B C6 75 OB 33 F6 46 89 75 E4 E9 22
DELAY IMPORT Address Table 4AD0B390 00 FF FF FF 00 00 00 00 FE FF FF FF 1A 84 00 4A 000073B0 |[FF FF FF 68 ES 03 00 00 ES 49 00 15 00 C3 E9 FE

= SECTION rstc 4ADG3A0 DE 84 D0 4A 3B 06 75 0B 33 FB 45 89 75 E4 E9 22 000073C0 |FE FF FF 64 IF E8 3F SF 01 00 559 ES 34 FF FF FF
IMAGE_RESOURCE_DIRECTORY Ty || 4ADDS380 [FF FF FF 63 E303 00 00 FF 15 68 11 D0 4A E9 FE 00007300 |c7 45 FC FE FF FF FF BS FF 00 00 00 ES 83 00 00
IMAGE_RESOURCE_DIRECTORY Nar || 4ADDS3CO FE FF FF 6A IF E8 3F 9F 01 00 59 E9 34 FF FF FF 00007320 Joo 68 85 06 DL 2k ES 91 9E 01 00 59 85 CO OF &84

IMAGE_RESOURCE_DIRECTORY Lar || 4AD08300
IMAGE_RESOURCE_DATA_ENTRY || 4ADGB3EQ
IMAGE_RESOURCE_DIRECTORY ST || 4AD0B3F0
MANFEST 0001 0409 4ADOB400
ICON 0001 0409 4ADOB41D
ICON 0002 0409 4ADBA2D
ICON 0003 0409 4AD0B430
ICON 0004 0409 4AD0B44D

7 45 FC FE FF FF FF B3 FF 00 00 00 E3 83 00 00
00 63 63 06 D4 4A EB 91 SE 01 00 58 85 COOF 84
3 FF FF FF 53 BA 02 53 FF 15 88 06 D4 4A E9 44
FFFFF B3 C40C A3 74 42D24A 391D 38 41 D2
A 75 37 50 FF 15 00 10 DO 4A 8B 45 EC 8B 08 8B
69 4D E0 50 51 EB C3 9D 01 00 59 59 C3 8B 65
GBB 45 EDA3 74 4202 4A33DB39 1D 38 41 D2
A 75 07 50 FF 15 40 10 DO 4A 39 1D OC 09 D4 4A

000073F0 |53 FF FF FF 53 64 02 53 FF 15 88 06 D4 4h ES 44
00007400 |[FF FF FF 83 C4 OC A3 74 42 DZ 44 39 1D 38 41 D2
00007410 |44 75 37 S0 E 76 EA OE 00 C3 8B 45 EC 8B 08 8B
00007420 |09 89 4D E0 S0 51 ES C3 9D 01 00 59 59 C3 8B 65
00007430 |[ES 8B 45 EO A3 74 42 Dz 4A 33 DB 39 1D 38 41 D2
00007440 |44 75 07 50 50 ES 24 2B 04 00 39 1D OC 09 D4 44
00007450 |75 06 ES 04 9E 1B 00 C3 C7 45 FC FE FF FF FF Al

ICON 0005 0409 4ADOB4SD |75 0 FF 15 44 10 DO 4A C7 45 FC FE FF FF FF Al 00007460 74 42 Dz 44 EG 4D 6F FF FF C3 Al 94 40 DZ 44 83
ICON 0006 0409 AADOBAGD |74 42 D2 4A BB 4D BF FF FF C3 A1 94 40 D2 4A 63 00007470 [F& FF 75 15 66 C4 &4 DO 44 57 EG 81 7E 08 00 A3
ICON 0007 0409 4ADOBA70 [FB FF 75 15 63 C4 84 DO 4A FF 15 AD 12 DO 4 A3 00007480 (94 40 Dz 44 83 F8 FF 74 15 85 CO 74 11 63 BO 54
|CON 0008 0409 4ADOB480 |04 40 D2 4A 83 FB FF 74 15 85 CO 74 11 63 BO 84 00007490 [DO 4A S0 ES 18 6B 09 00 C3 A3 D4 40 D2 4k 83 3D
ICON 0009 0409 4ADOB490 [DD 4A 50 FF 15 9C 12 D0 4A A3 D4 40 D2 4A 83 3D 00007440 |D4 40 D2 44 00 OF 85 F2 91 FF FF ES D7 BC 00 00
ICON 000A 0409 4AD0B4AD |D4 40 D2 4A 00 OF 85 F2 91 FF FF E9 D7 BC 00 00 000074B0O  |S3 65 74 54 68 72 65 61 64 55 49 4C 61 6E 67 75
GROUP_ICON IDL_APPICON 0409 4ADOB4BO |53 65 74 54 63 72 65 61 64 55 49 4C 61 6E 67 75 000074C0 |61 67 65 00 4B 00 45 00 52 00 4E 00 45 00 4C 00
VERSION 0001 0409 4ADOB4CD |61 67 €5 00 4B 00 45 00 52 00 4E 00 45 00 4C 00 000074D0 |33 00 32 00 2E 0D 44 00 4C 00 4C 00 00 00 90 30| v
MI ANt nana Y| aannpann 0 >

22 i 0 9F 0 4 M 4c 0 ac o0 oan an
< > ||« >

iesing SECTION tert

<
R 7204 B E 7204-720F 2ol 6

Fig. 15. Information of the ..Text section of the original file (left) and information of the .Text section
of the file that was de-obfuscated after applying the Pack the Output File (right).
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[Disassembly ‘|Registers (FPU) ~

PUSH  OC EAX 00FALD20

'PUSH  MSVCR100.66FD5630 ECX 67024714 OFFSET MSVCRI00. SECTION Name : vmp1 4. 0x00588000 : 001D68A0
66FD558B CALL  MSVCRL00.66F80950 EDX 00FALD20

66FD5590 °* 33C0 EAX EBX 00000000
66FD5592* 33F6 ESI ESP 0019FF24
66FD5594 | 3975 08 CMP DWORD PTR~SS: [EBP+8], ESI EBP 0019FF2C

EEFD5597  OF95C0 SETNE AL EeLaouno000; SECTION Name : rsrc 5. 0x0075F000 : 00000182
66FD559A  3BC6 CMP EAX, ESI EDI 00403370 release .00403370
66FD559C 75 15 JINZ SHORT MSVCR100.66FD55B3
6FD550F B8 T2BOFAFF CALL  MSVCR100. errmo il 22
66FD5630=MSVCR100. 66FD5630 C0 ES 002B t 0 (FFFFFFFF)

P 1 CS 0023 32bit FFFFF) Deobfuscated function address: 0x75A22430
IAddress ‘Hex dump ¢(0019FF14 | 00403018 release .00403018 Deobfuscated function address: 0x75A15E40
00402000 | 3C E3 3B 01 32 40 9F 98 5D 2E |0019FF18 00403020 release .00403020 \ Deobfuscated function address: 0x66F82645
00402010 76 86 5F 65 90 8B 92 47 CO BF |0019FFIC  0040301C release .0040301C fuscated function address: 0x66F8C3B5
00402020 |48 31 FE AB 56 6D 51 E1 6F 39 |0019FF20 66FD5584 MSVCR100.printf Deobfu address: 0x66F82627
00402030 6B B8 97 51 OE 4A Ac F3 c4 92 |NEEIEFZY 00401008 ~CALL €S printe on  address: 0x66F8A9E6

00402040 100 00 00 00 D8 31 ED 13 80 C8 [0019FF28 004020F4 | format = "HelloWorld Deobfuscated function : 0x66F8D1D2
— — — - Deobfuscated function addrd®s: 0x66FD5584
Deobfuscated function address: 0x66F97B0C

Windows  Ln 52, Co 100%

Fig 16. Figure, where olly debugger finds the starting position of an imported function in an executabl
e with Import Protection (left). Figure that finds the starting position of the imported function by de-o
bfuscated using Pin (right).
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